
Helping national  
law enforcement 

and administration 
authorities  

to better protect  
the Schengen area, 

fight crime and locate 
missing persons.

Questions about the EU?
Europe Direct is a service to help you find answers  

to your questions about the European Union.

Freephone number (*):
00 800 6 7 8 9 10 11

*Certain mobile telephone operators do not allow  
access to 00800 numbers or may charge for these calls.
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More information on SIS II and your rights at: 
ec.europa.eu/dgs/home-affairs/sisii
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What is the Schengen area?
The Schengen Area is a large part of the European continent 
in which checks at common internal borders have been lifted. 
The participating countries apply common rules for checks at 
the external borders of the Schengen Area, as well as on the 
issue of visas and cooperation between police and judicial 
services in criminal matters (see the webpage mentioned at 
the bottom of this leaflet for a list of Schengen countries).

What is the Schengen information 
System?
The Schengen Information System (and the second genera-
tion of the system — SIS II) is at the heart of Schengen coop-
eration. It is an information system that allows national border 
control, customs and police authorities responsible for checks 
at the external Schengen border as well as within the Schen-
gen Area to circulate alerts about wanted or missing people 
and objects such as stolen vehicles and documents. SIS II 
therefore, continues the important role of compensating for 
the abolition of internal border checks and facilitates the free 
movement of people within the Schengen Area.

SIS II provides information on individuals who do not have the 
right to enter or stay in the Schengen Area, or on those who 
are sought in relation to criminal activities. SIS II also contains 
information on missing persons, in particular children or other 
vulnerable individuals who are in need of protection. Details 
of certain objects are also recorded in SIS II, for example, cars, 
firearms, boats and identity documents that may have been 
lost or stolen or used to carry out a crime.

In essence, a customs, police authority, judicial or relevant ad-
ministrative authority in one country may issue an ‘alert’ which 
describes the person or object being sought. Reasons for issu-
ing an alert are:

•  to refuse entry to persons who do not have the right to 
enter or stay in Schengen territory;

•  to find and detain a person for whom a European Arrest 
Warrant has been issued;

•  to assist in locating individuals as requested by judicial or 
law enforcement authorities; 

•  to find and protect a missing person;
•  to find stolen or lost property.

Data stored in SIS II are the data necessary to identify a person 
(including picture and fingerprints) as well as relevant infor-
mation about the alert (including the action to be taken). 

Which authorities have access to  
SiS ii data?
Access to SIS II is limited to the national law enforcement, judi-
cial and administrative authorities. These authorities may only 
access the SIS II data that they need for the specific performance 
of their tasks. The European Agencies EUROPOL and EUROJUST 
have limited access rights to carry out certain types of query.

How is the protection of personal 
data ensured?
The authorities in every country using SIS II are obliged to 
check the quality of the information they enter in the system. 
In the Schengen Area there are strict requirements on data 
protection. If personal data about an individual are stored, that 
person has the right to request access to them and make sure 
they are accurate and lawfully entered. If this is not the case, 
the individual has the right to ask for them to be corrected or 
deleted.

Access may only be refused when this is indispensable for the 
performance of a lawful task related to an alert and to protect 
the rights and freedoms of other people. 

What happens if my name is misused 
by someone involved in a crime or 
illegal entry in the Schengen area?
Sometimes a false identity is used when carrying out crimes 
or attempting to enter or stay in the Schengen Area. This mis-
use often involves lost or stolen identity documents. If such a 
situation results in an alert being entered in SIS II, it can cause 
difficulties for the innocent person whose identity has been 
stolen. However, detailed procedures have been put in place 
to protect the interests of these innocent persons (see below).

How to apply for access, correction, 
deletion and in cases of misuse  
of your personal data.
If you believe your personal information has been misused, or 
needs to be corrected or deleted, you can request access in 
any Schengen country, by contacting the competent author-
ity (in general the national data protection authority or the au-
thority responsible for the quality of national data entered in 
SIS II). If you are outside the Schengen Area you may contact 
the consulate of a Schengen country in the country in which 
you currently live. You will be informed about the follow-up of 
your request within three months at the latest.

More information on SIS II and your rights at:
ec.europa.eu/dgs/home-affairs/sisii
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